
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As we settle into a ‘new normal’, it is important to take 

stock of what recently unfolded. External risks this past 

year have significantly impacted utility operations, 

workforce, and customers.   

That said, circumstances could have been much worse.  

Fortunately, there were minimal health impacts on the 

utility workforce. Essential field workers were willing 

and able to adapt work practices. Office staff 

transitioned relatively smoothly to remote working.  

Federal stimulus pumped money into the economy and 

helped residential customers. And utility supply chain 

disruptions were manageable.   

The utility’s reliable service and community efforts were 

noticed by customers. In the JD Powers’ 2020 Electric 

Residential Customer Satisfaction Survey, many utilities 

 

 

saw increased customer satisfaction levels 

because of actions taken in the past year to 

provide bill assistance, postpone service cut-

offs, contribute to the community, delay rate 

increases, and provide uninterrupted utility 

service.   

But it was not a bed of roses. Pandemic operations 

and natural disaster risks were challenging and could 

have been worse. While we would prefer to put 

recent events behind us, we need to review where 

gaps and deficiencies existed so that we may improve 

our risk preparedness. To prepare for the future, we 

need to look back with a risk management 

perspective. 

 

What were lessons learned from the experiences of 

the past year? How do these help us refresh our 

approach to managing risks at the utility?  

The first lesson learned is that while most utilities 

noted “Pandemic” and “Natural Disasters” among 

their top risks, these categories were so general that 

it was difficult to know to prepare for them.  It was 

challenging to forecast how they could unfold and 

how to plan. 

The first lesson is that the cascading risks are more 

important than the major risk category. In hindsight, 

the risk mitigation planning had not considered the 

cascading risks.  Fortunately, the cascading risks were 

manageable in 2020.  But in a more serious scenario, 

utilities could have lost a significant part of the 

workforce, seen communications fail, or experienced 

interrupted access to key systems. It is important to 

consider the cascading risks, so that the utility can be 

even better prepared for the next event.  

On a related front, the second lesson is to 

concentrate more on the possible impacts of the  



 

cascading risks.  With respect to Covid 19, we did not anticipate 

that crews would need to work socially distanced, that new 

cyber  

security risks would emerge with remote work, or that utilities 

would face longer term revenue impacts.  As to wildfire events, 

these challenged regional grid operations.  Further, who would 

have thought that wildfire would be much of an urban risk as a 

rural risk? That lending mutual aid to other utilities would be 

challenged by Covid operations? Or that solar production would 

drop due to wildfire smoke particulates in the air?   

Perhaps the third lesson we have learned is that we cannot 

address the major uncontrollable risks in the same manner 

that we address the smaller, manageable risks. 

Uncontrollable risks such as pandemic and natural disasters 

are broader compared to most of the other risks in the 

utility’s risk inventory.  We would not want to remove them 

from the risk inventory, but we need to treat these 

differently.  Instead of applying one approach to all risks, we 

can bifurcate risk management work into controllable and 

uncontrollable risk mitigation planning. 

The fourth lesson learned is that we need to think of 

risk management as a skillset, integrated into the utility 

culture, rather than as a “program”.  The more risk 

management can be operationalized, the more value 

will be realized. Risk management will be even more 

effective when it is well integrated into other areas of 

the utility.   

 

 

 

 

 

 

 

 

 

 

 

A healthy risk management culture is one where risk 

planning is continually updated for new experiences. 

After major risk events, it is wise to conduct a post-

mortem to analyze what unfolded.  

Recent events have highlighted the value of 

preparation. It would have been impossible to exactly 

forecast the Covid 19 pandemic.  So perhaps we 

should not worry so much about the uncontrollable 

risk definition, but instead, direct our efforts to 

weighing the cascading risks and their impacts and 

determining how the utility could prepare. While our 

risk inventory would continue to include controllable 

and uncontrollable risks, the mitigation planning 

would be different for these two categories of risks. 

With known and controllable risks, mitigation 

strategies address the root cause of the risk, to 

minimize the probability of the risk and reduce the 

impact on the utility. With unknown and 

uncontrollable risks, utilities would brainstorm the 

potential cascading risks. Then, we can focus on the 

impacts, with an eye toward how to prepare. From 

there, we can plan mitigation.  Our risk management 

perspective on uncontrollable events ends up shifting 

to preparation, to answer the question: “What are the 

impacts and what would we do if [insert cascading 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

risk event] occurred?”  We would not worry about 

identifying every type of natural disaster or pandemic, as 

much as considering the cascading risks. We would 

deliberate, “What if we lost the customer call center?”, 

“What if we had to operate with 30% less workforce?”, or 

“What type of reserves do we need to withstand a 12 

month drop in revenues?”  

 

 

For this to be effective, the risk response must be 

developed at an operational level. Traditionally risk 

management has been linked with internal audit, 

compliance, and governance. Risk management identified 

areas for auditing, key compliance risks,  policies and risk 

limits.  While those are still of importance, utilities should 

also try to operationalize risk management.   

Risk management could be applied to human resources, 

operations, finance and technology.  For instance, 

workforce planning could consider preparedness for major 

risk events that might include job prioritization and cross 

training.  Operations could map how critical activities would 

be executed under different risk events. And, mutual 

assistance agreements would be reassessed, acknowledging 

risks of reduced workforce or systems failures.  

Finance could use scenario testing to test revenue reduction 

and/or cost increases for extended periods.  And technology 

mitigation could focus on third party risk management and 

systems risk response plans. These few examples illustrate 

how we can operationalize risk management, with emphasis 

on the cascading risks, their impacts, and how to prepare 

for them.   

To execute this, the classic approaches to risk management 

- the “top down” and the “bottom-up” techniques – would 

be augmented with a “middle” operational focus.   The top-

down approach involves senior executives meeting to 

discuss the largest, strategic risks across all parts of the 

organization to develop a top risks list.  The bottom-up 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

approach gathers detailed information from all 

parts of the organization, to develop a 

comprehensive risk inventory.   

A “middle” operational approach would develop 

uncontrollable risks’ mitigation planning, to 

compliment the top-down and bottom-up 

perspectives. A cadre of subject matter experts would 

work together to develop the cross-departmental 

mitigation plans, addressing cascading risks and 

impacts. Concentrating on preparedness for 

uncontrollable risks (and cascading risks), the subject 

matter experts would review the impacts across 

various departments and plan coordinated responses. 

Much as utilities would do table-top exercises for 

major storm events, they would consider the sustained 

risk impacts on the utility of the uncontrollable risks. 

The middle approach would integrate operational risk 

management with emergency preparedness planning.  



 

Utilities fared as well as they did in 2020 because of good 

internal risk assessment and planning.  By considering lessons 

learned from recent experiences, they can enhance risk 

management practices going forward.  Returning to “near 

normal” provides an opportunity to take stock, note lessons 

learned, and expand their risk management approach.   

Julie Ryan is Managing Partner of Aether Advisors LLC, which 

advises clients on strategy and risk management. She can be 

reached at jryan@aetheradvisors.com  
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